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Answer: D
Explanation:
Explanation
Applications must sign their API requests with AWS credentials.
Therefore, if you are an application developer, you need a
strategy for managing credentials for your applications that
run on EC2 instances. For example, you can securely distribute
your AWS credentials to the instances, enabling the
applications on those instances to use your credentials to sign
requests, whil protecting your credentials from other users.
However, it's challenging to securely distribute credentials to
each instance. especially those that AWS creates on your
behalf, such as Spot Instances or instances in Auto Scaling
groups. You must also be able to update the credentials on each
instance when you rotate your AWS credentials.
1AM roles are designed so that your applications can securely
make API requests from your instances, without requiring yo
manage the security credentials that the applications use.



Option A.C and D are invalid because using AWS Credentials in
an application in production is a direct no recommendation 1
secure access For more information on 1AM Roles, please visit
the below URL:
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-fo
r-amazon-ec2.html The correct answer is: Don't save your API
credentials. Instead create a role in 1AM and assign this role
to an EC2 instance when you first create it Submit your
Feedback/Queries to our Experts

NEW QUESTION: 2
A software vendor has had several zero-day attacks against its
software, due to previously unknown security defects being
exploited by attackers. The attackers have been able to perform
operations at the same security level as the trusted
application. The vendor product management team has decided to
re-design the application with security as a priority. Which of
the following is a design principle that should be used to BEST
prevent these types of attacks?
A. Penetration testing
B. Input validation
C. Code reviews
D. Application sandboxing
Answer: D

NEW QUESTION: 3
Which of the following is indicated by a high number of
variations of different virtual servers?
A. Lack of manpower to monitor the virtual machines
B. Lack of an automated provisioning process of the virtual
machines
C. Lack of automation of virtual machine image manufacturing
D. Lack of physical servers to accommodate the different
virtual servers
Answer: C
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